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you're Not t

uth will set you free, but first it will piss yoy, off,
L GLORIA STEINEM

Parkinson’s, relapsing remitting multiple sclerosis
fasciitis, acute lymphocytic leukemia, childhood
tes, HIV, amyotrophic lateral sclerosis—a diagnosis of any o of
these diseases would undoubtedly strike fear in the hearts of mol
patients receiving such life-altering news. In years past, indiyig,.
als with such illnesses would have found themselves ;

. depressed and |
alone, unable to discuss their plight with others who knew exactly

-onset djg, &j_ |

nity of more than ;(?Sng L 20_04= it has grown to a global comm

Unique diseageg; For ti?OOO pa:llents diagnosed with fifteen hundre
een |y £ ; usandsg of eopl : Pats : o haS':"__-." L

e Eh h'a‘1 gurative ang . 1; People, PatientsLikeMe.c
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oT THE cusTOM
rtunity t© connect with others that first drew
ce-ycar—old businessman from Sydney,
med had been suffering from anxiety and
his mother, and he found it difficult

he Sit€ £
th death © and family. Ahmed created

diti with friends. 4 '
js con on PatientskaeMe and joined its Mood
e intimate details about emotional disor-

se TSD, bulimia, addiction, OCD, and
ar d15¢7°° "1 1ood Forum, he dutifully Jisted his
he had been prescribed

11 the drugs
e ted with other patients

e he connec ent
d shared the most inti-

ression- : .
s med friendships; an
on the password—protected

he had yearned for.
hmed felt so violated after having

son : i ;
rea®” 1 ikeMe of “unauthorxzed activity” on Its
May 7, 2010, sys-

board. At 1:00 a.m. onl
noticed suspicious activity coming from sejveral
. _» that is, cOPyIng every single

ate onli m and dJownloading the infor-
i .entsLikeMe eventually identified

' e Nielsen company, the

for TV’s Nielsen ratings. A N. ielsen

bsidiary known as BuzzMetrics admitted taking the data, which
it added to its online collection of information purloined from the
other 130 million blogs, eight thousand message boards, Twitter,

sites it tracked. Nielsen sells

Facebook, and other social media
ii' ese d?ta to advertisers, marketers, and, in this case, major phar-
aceut}c?l houses as raw material in a multibillion-dollar global
Gata-mining industry.
Nielsen’s : P
fechnically |c E;glr“igldous activity, though ethically repugnant, was
‘tientsLikeI&e ;-n ler current federal law, and on May 18, 2010,
lity. The compan;sslsos - i’e incident to its entire user commu-
too . -
the opportunity to remind users of its

OWn priya
cy poli
P Cy terms and COIlditiOI'lS'

ant known

We t
aketh .
€ inf .
Your eypyan: Oormation pati .
Perience v patients like vo
with the disease and SYHI% share about
ell 1t to our
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anies that are dcvelopin'g or selj,
partners (e C(i)cnts). These Pmd‘:]c:;:c;?z’ inCIU(%e d“Eg
roducts ©© > nents insurance, a7l " Ofin? Servlf-‘es 3 ;
devices; qu"[’f' ect that evei‘)’Plecl n lormatlon :
YJou sho” (c:{;n if it is not currently Gisplayed) ;g be

1

1

you submit

shared. . .
re disclosing the Nielsen brea.;

' follow-up e-mail detallntag the ‘;Veb 'Site?g‘;i?

enough, but th © wake-p call. For mostusers o I.)atlents iklh(?'
policy Was o they realized that all the medic| informeh!‘s
_ v have remained secure.l}.f locked i, o it
def’ﬂOu rs’ offices—their conditions, di,

gymptoms, CD4 counts, viral loads, 1,

esyl,.

YO formation, gender, age, Phomgraphs, " Uy
: _ cequences—Wwas now being sold by PatientsL e";‘n
¢

‘ i
e desperate patients had trusted to hely the]:}: |
i

> The no

ey

. : - information.
to protect their 1! . . _ |
p patientsLikeMe claimed it only sold de“ldentiﬁedf:

anonr;ﬁlz]fg data on its patients, new and emerging dat, comgg |
nies such as PeekYou LLC 0.f New York had long 480 Worked g |
2 variety of patentable techniques to match people’s real Namesy,
the pseudonyms they used on blogs, chat forms, and Twvitter ]y
other words, any pharmaceutical company or health insyrer &
wanted the information from PatientsLikeMe need only hire Pe |
You to reverse engineer your user name or pseudonym en masg |
to fully identify you. For Bilal Ahmed, this meant that all of the
personal data he had entrusted to PatientsLikeMe were now owned
by .NiEISen/BuzzMetrics. In a public interview after his identif- |
cation, Ahmed noted he felt totally violated by the incident and |
leedlatelY deleted all his posts from the site as well as the s |
Etjrﬁi he had been prescribed, but by then of course it was® |
3CC(;uergf§Lm.e I:le and other patients had posted highly detailed r‘
Were companice l‘,”“ess?s and symptoms on PatientsLikeMe, 3 |
up all the ?iat:.e}i llfle Nielsen lurking in the background scrapl’é |
Parties were fre:]; Sirlzdi)ThosF that weren’t siphonf—:d off b}’. e ]

y PatientsLikeMe itself, disclosed 12 - B

T
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med and so many others failed to

ts.
orks are the new pub-

. not, is being scraped,
global data behemoths
-party data brokers,
tite to know the most inti-
can be used to determine if you
if you should pay higher life insur-
ied 2 job or promotion. While
u sl‘{Ou ould mean higherinsurance rates. As
of people using PatientsLikeMe

in fact the Web

RE NOT T
hat Ah
- d their accoun
i ,d whele iscovereds social netw
hare, w1ttmgl)./ o1

57
; licy t
vacy P°
pr! Y1 reate

d—what They

igital Wor |
hours a day

3 Americans w g more than five e
: . 1: yital deviCES: We read the news on eb sites
and ESPN. We check our bank

d Wells Fargo- We shop at Amazon and
ills, make appointments

e with Blue Cross.

Abbey on Hulu.

of Cards On

beginning: Take a moment to chink about how

hone today- Eighty percent O

ges within fifteen minutes of waking up-
ends on

date today to
e” or two Or maybe a funny

hose selfies you sent your
d free treasure trove
gorge our-

~ We watch House
* And that’s just the
.~ you used your smart p
‘.j mobile phones for messa
E;Seémuk}:rovi(je a quick status up
_.. commcéo .fYou 11 orobably get a “Lik
-. boyfriegttjar%? a friend. And what about t
Ofinform;.tjone Ilzlternet has become a vast an
- Selvesat the tr and entertainment, and sO W€ dutifully
' leaving bep; ough. And at every step of th i
R ind & daily digital p of the way, we are collectively
1 ry of Congress m Gita exhaust trail big enough to fill the
any times over. How all these data are Cre-

your fri
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5 .

nd SOld are detailS that mog

a
al rsz, g
storeth do 0 at our own pel"ll.

l'% 1
y : wer of social medj, I )

loss OVET denying the po ; "4l g 1
0 There 15 nieati‘i‘ in 2004, Facebook sprinted from, z;fere!q _
ears since! c " ound the globe. Each da){, more thyp 5 s %IJ |
‘uploﬂ ded, while the omnipresent i, bumﬂ&l |

s a;:;atel}’ six billion times. S.ocgl medig o,
pressed appro: home purchases, chlldblrths, ne

rad
ates, SreTe
d ) and divorce

r 38 o ;e:;&]fael Ghonim created a Facebog} pagea G“?gk _
executive nrml;-'1 r of a young Egyptian protester a¢ the l:o hlﬂh '
light the slaug t,e- | security forces. “Two m; ands ¢ |
Hosni Mubarak’s internal s ty iy Minuteg afe |
arted his Facebook page, 300 people had joined. Thre, Mong,
Jater, that number had grown t,o LS Eha _250’000-” Similarh-‘ 5
Twitter, Google, and other services were crec¥1ted with helpingt: :
drive change in Tunisia, Iran, and Libya. While history i g |
the role social media played in the Arab Spring, there js 5, douy |
these services can be a force for good. |
And the allure of these tools is clear. After all, most of s spend |
our lives trolling the Web for music, recipes, investment advics, |
news, directions, business opportunities, celebrity gossip, and |
sports scores. When we’re not checking e-mail, we’re playing Ton- |
ple Run or Fruit Ninja. And it’s all entirely free of charge. Eventhe
fees we once paid to travel agents, newspapers, and music comp
nies have all byt disappeared—eliminated thanks to the generow &
People who brought us the World Wide Web. But did you eversop
and wonder why Google never sends you a bill?
on the detyj] i ey frefe, and he or she may be' 2 lec
s. Many think ¢ has to do with advertising—thit®
arfagzgnlir - pop-up screens with which ¥ -
- Perhaps, but that js only a small part?

S i ; hest
OMmpanies o 12y Delieve the trade-off to be pretty simple: 4

ive _ oS
US valuah|e S€rvices for free, such as ¢-mail,

4 plac : i
 little of ip re ‘© post Pictures, and in return We gl:; et
to Matj : 1

Watch ap advery; °0 about ourselyes. Occasionallys’ ed ¥
SEMment that hag heen specifically deslgn:- |

tgfus

rOnicl i
. W pe E% f
5. They also can be instruments for ge,. My

during the 2010 Arab Spring, Whei Opollug‘] :

riageﬁs
change,
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ettin.gs put us in the driver’s seat and
nly it were that straightforward. The
e is much more disconcerting.

a company founded in 1998 by two
nd Sergey Brin, in a friend’s
The pair invented a ground-
provcd search results on the
d a loyal following drawn in
lity search results. In 2000,
ular products aligned with
if your query was “Paris,
r Air France, travel
looking for new

but privacy S

California.

’
that vastly 17
eb and attracte

;nterface and high-qua

cheil Simpl ing ad keywords for partic
; ase. For example,

:jron Hotels: Companies
eyword ads with previ-

tvia Google’s k
. a much better return for their
idea by two Stanford

own into 2 global juggernaut.

introduced dozens of products that
productive. When it launched
J an amazing one gigabyte of data, vastly
wo megabytes offered by the dominant
day, Microsoft’s Hotmail. As the young organization
other fantastic products emerged, and eventually we
to Google Calendar, Google Contacts, Google
h, Google Voice, Google Docs, Google Street
late, Google D gle Photos (Picasa),

rive, GoO
e), Google Chrome, Google+, and Google
ch as phone

few. One by one, services St
d processing—-—-services for which
£ dollars (think Micro-

player of the
it its stride,
were introduced
Maps, Google Eart
View, Google Trans
Google Video (YouTub
Android, to name but 2
;215, translation, maps, and wor
—were now suddenly free.
thatTG};i, nlmst benevolent interpretation of
isfying Og e was merely providing products the ublic wanted, sat-
tisers), Aur ever-growing technological need ; ’
= les altruistic explanaty gical needs (and those of adver-
i t?e sforementioned proadlon might be that each and every
oo Oft;mk’ = i ucts was created with the specific
ata about themselves z;lnsslzlt? Il-eveal "
eir lives ad infinitum. People

this bounty would be
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ey llyunderstod the rue naturg o
nlkd;r-n:c Otto von Bismarc'k, it’s best fop. -
So, 0 1‘.:!r;l|l)-]r'(i()|1’t see or know P how the Sausag
fomers 1.i “lL'tack the curtain and studying the Sausage e
But pvullm{:l’i‘n order to understand an ever-growing )
l'umhfl,til;;v isks facing our world today. b i
dm'sl"Lhc gr:idual siphoning of your data begins 1Nng

might b

cently,

fen you st start using Google to search the W}, Yo
: 1 it tracks and records the queries, not to mention gy,

anc '

you click on. From that initial searcl_l product.:, thfa carefyll,
trated acquisition of your personal mformz.atlon is Carrieq o
artful precision. Eventually, a search. engine wasn’t o
Google craved additional ways to gain further insights
your hopes, dreams, and desires. The result? Gmaj]. By pr
vast amount of storage space and a wonderfully seam|egg exp
Google gained access to both your personal

and your profe
e-mails. Now Google could understand not Just your search,

Google scanned:;aﬁ

pressant, a comedy '
remained logged ip ¢ Gmail, i (;f your sge::c}l;:l;

, OW track the 1 8ratis GPS and driving directions,
You were alli crI; acc:ls You went, Google wondered whom
ated Go . ,.
transer, W trac every o ogle Voice to find out. Not only

) : ot yo : Id
Yoice-ry el Voice-y1 your telephone calls, but it wou

1talg, allo\s:nptmn Software \ ages using voice-recognition and
e Ay ; '
‘OIS were digep... B¢ to under. °TY cool technical feat at the time;

SUgges; SINE. I somep.. 1d What you and your interloct”
ng Italia OmEbod | - : e
M fooq rdip Y et you a voice-mail messi

. e, Google would sel] that inform®”
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t its a wof d.
gour Googlfjng ) (OS) and gave it away
i apa™ n ¢rack you anywhere 2

d gl‘ﬁph]c % we
an ’
en Andr® = Yuld be truste

[0)
. further reas .
hi, 1ur e had all these priv

5
u 7S, BESI €5
) . ht? INOt SO fast.
oogle creates

announced it was Mer
and services. The resu
view of you and your WOrI
what you did on your
on 7
- YouTube were data that in theory Googl
more,; 1
ofyo re; now Google has a single
you and everythin d i
g g you do across Its
L gued that Google kn
b preeilbeogase ows you better t
t use 1
o dollar from ad it has all of these data that 1t €
1F6 e vertisers for your information
e t abundantly cle i .
N— ar previously, you are n
product. That’s why you don’t geta

W]
Sno 800
num
ber for technical support. Those items are

re N
€rved for jtg e

TOMER, YOU'RE THE PRODUCT

OURE NOT THE CUS
tise d suddenly ads for pizza would show up
dve or further precision, Google created
for free. In

nd everywhere

u might be freaked
ated, 2 fig leaf of sorts. When
If as the underdog, the little
would tell its users that
g evi it deci «Don’t be evil” its. offi-

i :ng doubts, Google’s icons
. -olored logo and the adorable
d to be so cute and nonthreat-
d. Google Doodles, drawings
e from Martin Luther King
these were the good
which pro-

* d you all this: 0

se was CI€
oiected itse

on
public that
acy policies too,

products not to
u. Like a pusher
in over 2 soon-to-be junkie,
» and only later might
:cations of the barg were making. BY
' y 2012 Google

ging its | of its seventy products
It a unified, profound, dented
in Google,

1d. Previously, you
d the videos yO

e held separately. Not
unified, highly detailed picture
Googleverse. Many have

han you know yourself.
an command

data out of yo

Android phone, an

ot Google’s
bill. That’s

al cust
omers: &
the advertisers who are purchasing
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21l the data you litter along l?c:'ogle’s informatio, .
u
Google sells to other people; that’f “Thigy,

i
You are the thing !
never quite made ity Cleali-u? yjou’ha nd whether Or nog the deala}: E
it, you are compleftﬂy comphicit.i the process. Yoy l'e ] i b
3 edit prowdes mostly wonderfy] :thZ§ |

Google to its cr

serve the needs of its users, and the company js ﬁlledr::,(-)duﬁs th |
it X

extremely talented and dedicated employees. But Make oug, |
its loyalty will always.be first and foremost to its 5 dvei(} mista[:}
pay the bills, and to its shareho'lders, to whom it py, als I, %5
obligation to extract from you .(lts product and supply fi “ﬁiar:.
. - e
maximum value possible. That 1s why Google stores eVch in)
you have ever conducted on the site indefinitely: “the Sh' Sy
college Republicans” you asked about ten years ago, the « 0 Sy,
of gonorrhea” after that one-night stand, the “Girls G Ptop,
videos” while traveling for work at your hotel, “is my hug, ne Wi
when feeling dejected and lonely. and gy
Google does not forget, and Google does not delete, |
the above queries is used to profile you, categorize You' ] If;h of
you to advertisers and data miners who make further aSSl,lm _sell |
about you based on your searches, e-mails, voice mails Phtlons |
grapl'ls, videos, and locations as cataloged by Google. H(;meoto-.
data t:s G?ogle process’ing every day? you might wonder. Aboutal?li |
Ele;js:::isjgrtth d(that-ls) 1 million gigabytes or 1,000 terabytes—; |
iy ap0 escribe a w:/‘oluz.ne of data). To put that in perspec-
: proximately “I gigabyte of data to store 10 yards of
books on a shelf.” If all the data Google processed on a d )I b
were printed and those books were stacked on top of ah 3th ek
pile of books would reach halfway f; Op OreActiotg th,e
how much information Google i i earth to the moon. That
With all of these data z‘ioms g DRI —aEp day
. dous power, but as the old sav e immense insights and tremer
~ the world, Google has been iaymg goes, power corrupts. Art?ﬂﬂd
"?Curit}f breaches, mishandlfrll) S eriec o ity ViOIanonsl’
Property, tax evasion, and contg e data, theft of intellect”
awsuit by thirty-eight Ame traventions of antitrust Jaws. Aft;r
i 0ogle admitted that its bi TCan state attorneys general in 200
outfitted with high-tech 3633rr3-looking Street View Cats; thgse
E taking photographs for it . -degree.e roof cameras, were 10t just
treet View mapping product 35 ¢
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, the streets of our neighborhoods byt R‘ooucr
om0 uters inside our homes and offices, inc?ufﬁ Pilfering day,
3 fro s hotographf; chat messages, and other mg Passwords,
.mal Or unsuspeCt ing computer users. personal inform,.
October 5013, a federal judge refused to dismi

- -y wsuit against Google cla.iming i resSd 2 class-
: gction users’ Gmail accounts violated U.S. laws 3gains: Ing and
d wiretap- Before that, in 2012, Google ‘;1: laﬁwﬁjl
lion by the Federal Trade Commission :'hezei(:

g reco” : . o]y circumvented pri :
rev ealed it routin€ yC ed privacy settings on Applc

. ) &
Was and for those using Apple’s Safari Web browser to track

. uters ; :
- comp the Web against their clearly stated wishes.
highly innovative company, and in

users 301:’55 . Google is a
et ever more data out of you for its real customers
ts g Google has planned host of new products that may
rivacy concerns pale by comparison to future ones.
 One cuch pr ct is Google Glass:——a wearable computer in the
-‘ .- of eyeglasses sporting an “optical head-mounted
nnects to the Internet and is capable of projecting
bedded in the glass. The device

nto a screen em
d can take photographs

system an
al time via 1ts built-in camera and

t10
1 nterceg §22.5 mil

 yisual information O
" uns on the Android operating

"~ and video and stream them in re

14, Google Glass was the subject of Simpsons epi-
and the City” In which all of Mr. Burns’s employ-
» On the show, Homer

f “Oogle Goggles.
the glasses to see N€W information

. Ominously, perhaps pre-

" microphone.

. Inearly 20
 sode titled “Specs
 ees were given a pair O
* Simpson and his colleagues uS€

- about the things and people around the
 sciently, Mr. Burns, while seated in his office command center, is

:?le t0:AeEesS the glasses of all his employees and see what they art
 viewing and doing in real time (in an effort to reduce theft of office

supplies).
E
ven the former head of the Department of Homeland Secu-
blic policy

Il .
s c&gﬂ?{)ﬁfhéd Chertoff has raised privacy and pu
 the users’ video d oogle Glass. He rightfully asked who owneé
| ¢ 'Ir'lined and an;ta and whether the entire video database would
“Bitimately o) o yzed for commercial purposes. One could also
out government access to these data, either ret-
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T . . :

anti Or,
ing 0 ™ sle Glass, are you granting the Companyta"lq k
By using (l;ohé ljve-streaming momentlsl of your. daily ]be tig)
. t . ]

3 ee and hear, sO that it can S tllllese datg g adfe' it |
ching YO "¢ while you were wearing the Blasseg map, M, |
For example: 'in your bathrobe, the Google Glae.,

ing coffee d the object in your field of View

'Z,e . S a
ithm rccogn'l ight you start seeing coupopg for g Coff,
( tiI‘CIV pOSSIble)r mig ta
en .

Jass screens? Given the aforementione priVacy e,
7 ﬂS i Ly .

your €yeg -om the search giant, u_fhat else might j be ¢g I
we've See?he age of wearable surveillance? €of
we enter

=’
oD =
A o
=

The Social Network and Its lnventory-_you

Of course Google is not alone in its business model'of selli

to its advertisers, and there are tl‘wus.ands of Companieg aroundy,
world that do the exact same thing, 1'nchl1dmg oSt notaby Fiee
book. Founded by Mark Zuckerbt.ar.g in his dorm room 4¢ Haryy,
in 2004, Facebook is the iconic Silicon Valley success story. Wiy
more than 1.2 billion monthly active users, Facebook i by far ) ;
largest social network in the world. It has succe;eded by getting pe,. |
ple to talk about themselves in ways never previously imagine, g, :
ual orientation, relationship status, schools attended, family e, |
lists of friends, age, gender, e-mail addresses, place of birth, nevs |
interests, work history, catalogs of favorite things, religion, politici
affiliation, purchases, photographs, and videos—Facebookis amar-

keter’s dream Advertisers know every last intimate detail al
Facebook ysers life and cap ¢

Precision hage upon the socj

Yoy

it P button tg gy
3 (;dea{’ status‘update, or photograph,
to d:). Our friends gee that yoy 5111)
ne 1
€T Of yoy gee 1S What happen 4
'I.- S
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65 1 o—data that are captured, dissected, and sold
n evcr)’]d Jata prokers aroun'd the v-.fo.rld. When you use
_. et ; oters 1.11 - Jog-in credentials to visit other sites on the
- 1111;00k=5 ublqutif i pandora, Facebook’s data-mining engine
Fﬁc; cuch % SIJOr Y ferences for-Lgdy Gaga over Blake Shelton,

b e ching yOkU'n Il che Web sites you visit with the Facebook
L. ¢ s £ Vl]gif ol don’t ]Ogln) ; )
st pe (e o't sharing enough, Facebook is happy to cre-
0 & a6 srregu [ations tO force you Fo sh.are more, as it did

o rule and sr't‘”ed its mandatory timeline “feature.” The

n dynamic; ever-updating window into

y moment in time and more fodder for
Google, has been

Facebook, like
i1d safety, and hate

uding privacys chi
he world, most recently

ritic1Z 0
= Squ repeate i «

i for regularly and “sys-
. and sharing the

yoU'RE

ans alone in get-
elf and selling them:
d hundreds of other
eak a query
ce record-

Pinterest, an
very time you SpP
nt, your voi
for at least two years?

L ting YO
s’ i [nstagraml,

~ firms. For example, did you realize €
it Apple’s Sirl artificial intelligence age

-~ ing is analyzed and stored by the company
' The question, however, is not who is storing your data—everybody

ceems to be these days—Dbut what are they doing with the informa-
tion? If the Faustian bargain were as simple as we provide you cool
data, all would be fine in

 services “for free” in exchange for a few
i};: ;I?:g;u}flslgotl?ingshare not so simple, and as you will soon se€,
P I‘(llzlget ;se massive volumes of data 1n a world that
-~ youmight neve’r h PERGEIS and vulnerable puts you at risk in ways
ave imagined.

You' i
ou're Leaking—How They Do It

B o

T visit a m |
ark; odern Web si :
rk n Web site, the site places invisible

Ing files kn
Own as cookies on vou
your computer or phone’s
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. 1y these tiny computer files, it becomeg
1

ive. L he W Shoee. |
hard drive 1 your qctivities across t eb. In addltig S]h]&l

an : nique fingerpri val, b
sk ices have their own uniq gerprints that , lYﬁu.

digital hadowed: and catalogfed. [l;quue ideng S (:“’)-f]._
to be trace ts rOtOCOI (IP) addI‘BSS or the COmPUtEr fis s uCh

" 4§

e ofg 9|

the Inter? 'he Tnternet the media access contro] ny;, errk o, |
se t0 4CCeSS . wi-Fi netWOrk cards, and the IMEI (Mf\[.

address) frofz }231' nobile phone, all allow online cop, Or Iy

sges » anl
what devices (and users) are utilizing thejr g, 6,

] xactly 1 oy
LnO‘VAﬁ of these data ar tracked, unified, and explojteg to 4
, : . Oy
et companies and their ad.vertISCI'S ? Flear and persistey, lomt
Intef and your online activities. According to a 2012 ¢,
into yO

ing busi St
7 rnal study, One of the fastest-growing businesses today s g,
ou
on Internet users:

In its report, it highlighted fifty of the mo ng
JJar Web sites and discovered that on average each left mo

St pgp

) re thyy |
64 cookie tracking files for advertisers to trace and survejl y,,

online activities. The Web site with the most tracking softygy,
was Dictionary.com with a total of 234 tracking files implanted ,
your computer with every visit. All of these tracking beacons apf ]
cookies are combined with your Likes, pokes, and tweets to pairt |
an eerily detailed picture of the digital you. Accordingly, your con- |
puter’s cookies transform themselves into cookie monsters, reveal |
ing data you never intended to become public. ,
Not only are you leaking data as a result of your own socil |
networking activities, but your friends and family are Jeaking |
data about you as well. Every time a colleague puts your nam
and address into his Google Contacts or iPhone, he is providing |
ﬁ?grg::&?: gﬂflle \r{ith your personal details. Re(?ord.a b;rthdzz;:i ‘
i I?ccli Mc.alendar for your nephew, girlfriend, (}rb‘rth-
Wh ) icrosoft now knows the person’s date © :

e .

in sicllljt?;r frl:ends tag you at a party on Facebook (after O calle

Potentia]| 2; ) they have shared your location with marketers 3;3
y € rest Of the WOI’ld, 1ncluding your bOSS- Social mé ll

and Intey
. ne -
when users do this work for

t .
05 like pre - PANIES love
VIng free code

: ) surve/
ceding their iy, gy Tlonkeys completing survey aft
: machj
. This eyen ne. t
a €
site op Servic PPens whep ers

5 : t
your friend uses a partlculﬂf II::I

€ that ot
You ’ 0
don’t. For example, for those who
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67
but whose friends do, sending an e-mail to

5 million users means that Google has now
par conversation. .So if you use your university
heco™ " il ,ddress to send your sister a message on her Gmail
Orwor,e "} even though you never opened a Google account

o .11 still read, scan, and search the message for
1] to advertisers—a practice for which
| court. In its defense motion for the

mail accou™

G ¥
pave 3 - Gmail’s 42
a0y po

at it can s€

over to t
_mailing any Gmail user, you have automati-

rights and consented to its seizure and sale
nd its contents, even if you intended the
have a Gmail account yourself.

mess2° ¢ your friends who are Jeaking data about you to third

- such a5 Google but also your children. In fact, sites aimed
arties > . all more tracking technologies on computers than
Though 2 federal law titled the Children’s Online
Privacy Protection ACt limits the information online marketers can
ect on kids under thirteen, the rule is blatantly violated on a
Children are repeatedly presented with requests to
play games, and fill out online questionnaires
e and more data about them, in contra-
ll-known companies such as McDon-

ald’s, General Mills, Viacom, Turner Broadcasting System, and
Subway have all been fined for coaxing data out of young kids
ORI;eizg l;ii:ghly cartqon—iﬁed Web sites such as HappyMeal.com,
i Sm;ly E-;;GmMNIFk.com, a.nd SubwayKlds.Ecom. In another
i H:lmb usic asked minors to enter their street addresses
Sy o thers on fan pages for their favorite bands, informa-
Occasions, Withostn ﬁs old to data brokers on at least thirty thousand
federal law, But wh rst obtaining parental consent as required by
Google, Facebook YGWould Ven.erable companies like McDonald’s,
these? Sitmply Stat:a p etILeral Mills, and Sony commit acts such as

, there are vast sums of money at play, and

You and
your d
Wards, e worth the risk to them, given the exorbitant

}rour

words .+ be ued in federa .

! nmd O T dge Lucy Koh,- Google shockingly claimed “a

s€ ﬁlh A Jegitimate expectation of privacy in information he

pers '?Y s hird parties.” In other words, Google’s
i

argum '
calgly waived a0y privacy
fyour € ‘1 message 4 :
o . d don’t

coll
routine basis.
sign up for contests,
in an effort to elicit mor
vention of federal law. We
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pensive Things in Life Are Fre,

68

e Most EX

n that most Internet users 4
n(]t U

The lnlsim:'SStl;1 oy AT€ indeed paying fo.r all of the Songe U
gtand | ]]]it, receive onli{leﬂ'aﬂd paying dearly, Thaflled fr
Scrt-jcCs r]];cal‘ i },Our przv?cy, }TOHI' d:dta, .and all of ¢ Su{.&ir‘: E:
qound yOU - your U ique identity bfalng inhaled by t}(; de,, |
chat M3 e 11;11ing gystem. The details of your search ¢ g, |
vacu { sharing with your closest fri:S;sttfj

Nds ,

et Ve
[neer™ e dream OF 2T _ |
you " e being filtered into 2 big computer algorjgy, S 4 |
family —" ' bytes, and sold for billi inyg, |
" oated into petady es, 10ns. Thye.

. ticvr |

b e free search and Google has a $400 billiop Valuls?n-"::
- its product. That’s the deal you’ve made oy
? " et |

qlize 1t OF not. |
dated revenue for 2013 was more thap g5 . §

Google’s consoli '

lion. That Jmount is the dlffference between how much youyr Priv {

is worth to Google’s advertisers and how much you are not b,
9 billion, and you get free search and "y,

paid. Google gets $5 .
A study published by the Wall Street Journal in advance of Fye.

hook’s initial public offering estimated the value of each long-tery
Facebook user to be $80.95 to the company. Your friendships wer
worth sixty-two cents each and your profile page $1,800. A busines
Web page and its Jssociated ad revenue were worth approximatel

§3.1 million to the social network.

Viewed another way, Facebook’s billion
fully typing in status updates, detailing his biography, and
ing photograph after photograph, have become the largest unpail |
workforce in history. As a result of their free Jabor, Facebook hes? §
;“;g‘:;njp of $182 billion, and its founder, Mark Zuckeftt’ﬁr%:ﬁ:s
e II:1e;tw.::»rtl_1 of $33 billion. What did you get out of ; o
as Instagragj;lsflimsrJarOIl Lanier reminds us, Compja ied 7
$1 billion becay IL: Fac'ebc.ok bought in 2012—"‘”3“5 nOtO it
Instead, jts valu ¢ its thirteen employees were SO extrd® e |
10 the netyorj ¢ comes from the millions of users WD °© ers0”
Ma—yoyrs 2111(11L}Vlt.hc"1t being paid for it.” Its inventory & i
UNKnown g, mine—which it sells over and OVer agall wsihﬂ}"

X und the world, I short, you're a cheap date: Vthiﬂi-‘ |
’ every ;

Pily proy;
/ ided
n
ternet Companies everything you know,

~plus users, each dut
uplod- |
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’
here you 80 in exchange for a modicum of cc

onve-

nieﬂce e i3 weren’t stark enou
As if tha;oiv s $400 billion valuation by usingg };;ofl}oa?]ﬁic -
: Jed t0 g . its advertisement& In October 2013, the Comy:ur
pew feature called shared endorsements, that bggx
map, and Google Play store results. So if, for
ng five stars in Google Play’s music store
examp™’ . thumbs'u of support to your Jocal bar or bakery,
..self the right to sell your likeness, name,
ent tO nd data brokers. This way when your
uanita searched for 2 bar or a song in Google,

and €% - arlie an .
shining face endorsing the product next to
ooney and Angelina Jolie get paid

do you?
orsements” after a highly contro-

tories was established by
Likes to endorse its true
represented. After a
he social network

before earning $230 million
in the eighteen month am ran. In the end, Facebook
settled the Jawsuit for 20 million, OF about two cents for each of its
users. Right about 0% you may be asking yourself, «But how can
they get away with this?” The answet is simple: you said they could.

0,4 .
}rolld L entertamment.
_for-data deal

ounl €
3[111 in sea I‘Ch,

ad firms 2

ts. George Cl
rsements;
«ghared end
led Sponsored S
ed your

ook in W ic
it dvertisers and the products they
. <t Facebook, t

Terms and Conditions Apply (Against You)
“| have read and agree to the Terms of Service”

is the biggest lie on the Web.

T READ, HTTP://TOSDR.ORG

TERMS OF SERVICE: DIDN
page disclaimers
e—eighth—of“aﬂ'
gad—s0 W€
nd for this
(ToS) are

We've

f"fittenalilnsizi them. Those impossibly long, fifty-
inch marging fl:l;lOlnt font, single-spaced, with on
don't, We dopt ey are designed to be impossible to I
"¢ pay a hea read them, we don’t understand them, 2
vy price. In today’s world, terms of servi’ce
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4 ile phone conty
ternet SItC: mObcl[eliiieate how alallet’ Caby,
4 to every I;::dit card. Thel;d used in wayy Unj ¢! Dh‘h

he ion, nd ¢ vay from you 2 t0, if only o magihab] 3
ubscriP ucked a¥ ould object to, Y we COu]d e A\
Jacan bE hat we ¥ making. iy
data €@ many ¢ ent we Were . !:'
ncluding he agreem t Carnegie Mellon Unive

ding to 2 study 2
n
Accord!

1. e rsltY) the
ivacy policies ayea
ncounters 1,462 privacy p
jcan €

\meric
age

I, €ac Wi:ﬁeh
I'e to re ‘
b of 2,518 words. If one we ad eqepy , ",
ol &,
length
average

, ang e,
licies, it would take seventy-sjy full ,
se po 1 )
¢ of tho

Orkdays b |

1 €a re ate ' i
on r fI'Om our lIVeS- In th gg g : that W, rl(s .l
'ght hours a da}, n estimated I
€l

Americans, at g ,

0 53.8 billion hol;;5$?§lalblillion of lost prOdIIctivity evél:;l;i'ﬂ
opportunity Cosit htmare and disgrace that are ¢} ToS. “
because of the l:fgthls e just a StOI'y al?eut lOSt
. Of cc:ubr:eso egregious, but these policjes
‘T;lgl};i ii;) well. A study in the Wail Street Jou

the completely one-sided language in the To
American household $2,000 5

annually—money that we ar

b

. Producgy it |
directly affect Yo
Tnal estimatedt
S policies ¢
year—for a toty)
e cheated oyt 0 result of , dec
y stacked againgt yg. Thoug '

f service, for consumerg they woylg be mygj |
more aptly described g “terms of abyge »

Xclusive, irrevocable,
A unlimited, assignable,
subhcenseable full

» tully pajd up and Toyalty-
0 Copy, Prepa i

€ Works of, Improve, distribute,
dd, procesg

» analyze, use and
Y Way now known or in the future
| Ormatiop you Provide, directly or
“4n, inclyg; imited to, any
User Beneryg, congen, clu N, but not limijte y

. or
. 3 Cas, Concepts, techmques and/
fu . SCrviceg

Tthep C

Onseny | 28 Submjt to Linkedln, without any
. n 3

, to
T COmpensation to Yool t
10N you submit to usis 2

free right to us
OVe’ l’etain, a

i ner
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By plac!

to Claim:
<oul. Shoul
to Surr
may have on it,
written notificat

JOU'RE NOT THE CUSTOMER, YOU'RE THE PRODUCT

kedIn, you are granting it irrevocable and
free) to any information you have ever listed
ke backs, no do overs. Once it has your
h, work history, skills, and education, it
he future in any way it desires, inch;d—
d (for example, to own perpetual
mages in advertising?). To dem-
policies have become of late, the
an experiment to see if anybody
mended its privacy policy to

in Llﬂ
acC

. there’s 19 ta
cwork grap
them or i.n t
ays not yet discovered
i Vhic ights to US€ your i
rz;phow ridiculous privacy
retailer GameStation ran

its ToS- The company 2

this GameStation Web site on
month of the year 2010 Anno
e to grant us anon transferable option

d for ever more, your immortal

d We wish to exercise this option, you agree
ender your ;mmortal soul, and any claim you
within 5 (five) working days of receiving
jon from gamesation.co.uk or one of its

der via

ng aqn or
e fourth

day of th

mini) YOU ﬂgre
for now an

duly authorised minions.

. Thatsright, seventy-five
purchased something on its s

~ ment irrevocably grante
' retailer. While the point was irreveren

ing matter, and courts around th
be legally binding, with significant
- implications for you.
. Eziirjv);;l{l Intfernet compal.ﬁes have similarly dr
ey against you. While most stop just s
your immortal soul, many come pretty ¢

hundred GameStation customers who

te for the one day it ran the experi-
cal souls to the UK. online

tly made, ToS are no laugh-
e world have found your click to
financial, privacy, and security

d their immor

aconian poli-
hort of claiming
lose, and the

rds the i
y use, the worse it is for you. Facebook’s privacy

grown from 1,004 words in 2005 to 9,300 words by

4 (no
t counti 2
ng | :
g links to various sub-policies, terms, and con-

To

put that j ;

N twice g llonnpel‘spectwe, Facebook’s privacy policy 18

ivacy policy f 215 the U.S. Constitution. Meanwhile,
nd amendments are the longest in the
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o it ds comparison, Shakf:spﬁar :
M ¥
1 ﬂt 36’ 1

o ing the famous To b, o |

iflduStn 066 wor i ‘GOOd night, sweet prinCE; Sper::it ty L
ot b2 v; od the momattef s further, Facebook ang Oth:h y |
ﬁ:il.?qub“" gla t:ir;its (o change their Privacy policies o, '+ g}r: 5
% ; L

{050 frf:quentl:;-r Lompanies make ;hee%r(;zz]l(cyl Settingg ey .'
Worse, ™ 714 anderstand— 3‘3” : 4 gne has fif if}m‘ |
ih 170 options, Wt 5ey0nd the ungery, o5 |
* cing,_..gnd that’s the point. Mofet)ver e:-ng
the hours it might take to customize he li’ivh |
spen et updates byFaCt?book toits ToS alltomac.F .

“011:::5 ba%:,k to the default settings, which are the at' ;
rallt

: e of its :
openness (so it can sell mor product—y,, -

. U}
| customers, advertisers). Unless you frequently che,
tual €

— k :
. __asyou should—you will find thi.lt Faceb.ook has ol mag:,; '.
iief-,f:gii ded ;;,ur explicit previously established privacy ihes 4,

i W

result, Facebook reserves for itself tlole powerbtlo iI.lOﬂetize.You Wit
outinterference or cacophony from 1ts asSCMbly une of noisy hup,
Prod;;t:ée nonths after it was purchased by Facebook, Instagny
outraged its users when it announced it would sell their name |
images, and photographs to advertisers. According to its updat |
ToS, Instagram argued that parents who had uploaded photographs |
of their minor children had implicitly consented to the use ofti |
images in advertisements. The picture of your infant you uploa
to share with your parents could now be used to sell baby foof f
E}:g:‘f;{;‘:‘tagram bad granted itself those rights. Your brilliast |
gy forsi:‘::ttmg over ManhaFtan? It could be sol'd as Swﬁ |
in ToS, sixteen bililaif;r?] 3I1d et A pesnic ot Chana‘s
ser photographs now became Instag”

intellectual proper % st
. COmpany With t[;-lir?;;ixslalnlng Why' Facebook paid $1 blllloﬂfor |

Google tog hag d mployes. oS
or example, anyh d;‘n:‘)nsmted its penchant for ridiculo® T 7

aspreadsheet, PDR ] Vl\;o uses Google Docs or happens to IIPl
) ord document to Google Drive aut® 'y

E caIIy grants ow .
nersh
Googles Tos, P ©f the documen ¢ Google. Accord®

",acy Settlngs
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oad or otherwise submit content to our
ive Google (and those we work with) a
jcense to USE; host, store, reproduce, modify
- . rks, such as those resulting from
Jations aptations or :other changes and license to
ansia pubhcly perform, publicly display

b
municate pubhsh,

such content.
. 1 about that: 1f]. K. Rowling had written Harry Potter in
B stead of Microsoft Word, she would have granted

hts to her work, the right to adapt or dra-

dwide rig
¢ Muggles 3s Google saw fit, to say nothing of the
ool of Witchcraft and Wizardry. Google would have

Hogwaftthe rights to sell her stories to Hollywood studios and to
pave them performed on stages arou.nd the_ world, as ufell as own
| . hts. Had Rowling written her epic novel in
Google the rights to her

mpire—all because the ToS say so.
ebook, Google, Twitter, and others all store your
onetize it to the fullest extent possible should
by now. What might surprise, however, is the
m which advertisers can collect
~ and process this information, including the formerly humble tele-
* phone. Alexander Graham Bell would be shocked to see how his
" invention had been transformed into the smart phones and apps of

- t?da}f, each reaching deeper and deeper into our lives, with notable
risks to both our privacy and liberties.

11:0n Harry Potter €

~ online data and m

- be of little surprise
growing number of platforms fro

Mobhile Me

Ri
50 s::-l.“;{‘:;h::: Vihen these things first appeared, they were
00l as :I l was.too late did people realize they are as
DAVIDe;t'O“'C tags on remand prisoners.
ITCHELL, GHOSTWRITTEN

There are ¢

People ¥ more mobile phones on the planet than there

y and asa
resul i o1
tan omnipresent digital skin has begun to
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envelop the earth, with consequences for 5] Today’s ]
werful miniature computers that e Carry g
Ia:c.ml)»cmmc an indispensable part of oyy | iVes, S g
r::\: of Americans admit to checking their phones e’ity.
nearly 10 percent check every five Minutes,
to the bathroom, to the gym, and to oyr |
tablets have replaced our cameras,
dars, address books, radios,

[
\,

calls is only the fifth most commop activi
their smart phones, after Web browsin
games, and listening to music. The
of our lives, and 84 percent of us g4
day without our mobiles. Smart p
panions and as such have unlimjq
But has this access been granted
what it means to be virtually co
on our person round the clock?

For as ubiquitous and
veritable snitches in oy

se gadgets form ,
mit that we

hones serye
ed access ¢,
withouyt suffy
Njoined

n
4 intg
COU.ld no =

as our gs.o
our day.. to..;ed
Clent cop..
with - | Com

May a result, they, like oth‘r- ‘.
I'tun; t phOIle with aven Caifice ;

ty to own al g .
Createq j ;

droid yy, b.our Mobile data s the reason
®lle phone Operating system and
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lopers an
et VE op d users for free. But as we've seen
g2 slv, free can be 2 very expensive proposition. The Android
prev’ ) phone software pro'wdes Google with your mobile phone
netWOTk information, device storage data, call logs, and
ss to a bevy of new sensors that can detect

er.
aumbe L plus acce
otion, Jocat1on, and even ambient temperatures, humidity,

m
Your d levClS-

iven 4
Gwime o filing @ pat
environime
inahotl
ice creamnl.

ew technological hooks into your life, Google
ent application for what it called “Adver-
ntal conditions.” Ka-ching! Now Google
ocation and accordingly serve up an ad
Using its ambient sound technol-
Jisten in on your phone calls for background
ads based on those preferences. So if you
ckground while talking to Aunt Margaret

Google has the ability to detect that and
g concerts the next time you check

z;s:lng ectif.y'.ou are
for air-condmomng or
oogle could also

zgiys’e and then §crve up
o Usher 111 the ba
Android phone,

ads for his upcomin

il or search the Web. .
too has now added the ability to use your phone’s

to listen in on you and the ambient sounds nearby—all
dtoint d ToS and part of its big push for mobile
When Facebook revealed in the fourth quarter of 2013 thatit

d 945 million monthly mobile users and that 53 percent
ming from mobile ads, the market show-

adding billions of dollars to its valua-
uncement. By finally creating its

& devised not only a better user
us amounts of

users.
had reache
of its revenue was now co

ered its love on the company,
tion in the days following the anno
own mobile app for users, Faceboo
experience but also a new tool for grabbing volumino

data from a user’s mobile device.

Pilfering Your Data? There's an App for That

An A -
pple iPhone 1 i
the phrsce “there’commercml in 2009 famously introduced us to
there i 4 iPhOnS aLapp for that” as a means of demonstrating
itold Statement at tehapl_’hcatlon for every possible human need. A
s launch i, 2008 ed:lme, but perhaps Steve Jobs was right. Since
» there have been more than sixty-five billion
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e's App Store, generating re, %

da‘s.'nlo:fa 5 2013 alone. To compete with Apple, Gogmlles el
yillion 10 re known as Google Play, and each cog elall 0‘.&:

) StO jon separate applications avaj] able fmpanyﬁ '

of these small software progra;, ¢ k;)lr oy

phenomenal, but what motivates tepg 0

around the world to create apps? Money b usa“ds

nake money when the majority of apps ay. Ol bﬁf

25 we've Seen before, free is a great bUSifless mode], aselfree? :e;i
;re monetizing people by commandeering thej, Ong

; Persg Yoy |
% et n L]
solumes. As it turns out, apps are a brilliant €Cosyste i;l i,

just that. It also helps to explain why Companies ke for g,
of the wildly popular game Angry Birds) haye oy Ovig (Ihak;.i
obscurity to a $9 billion valuation in just a fey, vear wn fr, Ileal- {
In the same way that cigarettes are nothin s. !
cient nicotine-delivery systems, apps are nothin more thyp eff. |
efficient and streamlined tools for the transmis sg More thy, highy
data to advertisers (though cigarettes are b lea:)tn of Your privatbe '
amount of information siphoned off your mobjlc pli;’-gulated)_ Th

staggering. For example, the mere a¢ e by apps
: t of downloag; SN
Ing the Fag.

ically shareg the Phone; |

from APP l

an a mill
wth rate

The g0
has been
developers
how do they

of the b B |

ssages. More recently, Face- |
ns of users of its mobile |
100 to automatically uplox |
to the social network’s v |

Cvery ; ot :
N lmage tﬂken 1t(})1 }S;anIHi opt

or read; 0 Inajnt s . 3
In dlns e + 3
Ur textg. - It 1s0’t really turning on J" |

S, 1 : &
Oes g - ldsp eserved for itself the right” |
e i?’y user actually know what da ™ |
; the S all done ip the backgrounds it &
Odyct;, - PP, and thos |
2 not meant to be seen by
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ation of your personally identifiable informa-

Th ropr h d
moment you agree to ownload
. 1) occurs t e ; . an app. For
o (Pi )wheﬂ you buy an Android app in the Google Play store
¢ app company with your complete name, your

live. This occurs without any clear
download an app. But who exactly
ds of them located around the

address, and phone number?

world— heir rivacy policies, and what do they do with this
do they store it, and to whom are they

What ar.e ) HOW securely
i1d, Wild West out there, and there

i ma“on' " 9

’“f(,)r it? he fact15 it’s the Wi .

selling i " alation that effectively protects you and your data
hawkers. By sharing millions

P ides th
GO%8 "~ 1 dress: and where YOU
emd " ver single time you
mpanies——-—thousan
your name

A littlehize ¢hird-party information !
from ontact details with 1ts aPP vendors, Google increases
of namm J that your Jata will leak, be stolen, or be misused.

s wildly popular Facebook

hoo
che likell  obably 1OV suspect, Zynga
Hold ’Em Poker, an

s Farh ‘ d. Mafia Wars are free: of
cljarge because theys t00, have been tapping .mrco your RII, 1f1clud1ng
he names of all your Facebook friends. This information 1S s?ld to
dozens of advertising and Inte mpanies, even if you
have your privacy settings set ctl(.)n..Wh{]e put-
ting birds in slingshots and shooting them at egg-thlevmg pigs can
certainly be fun, as sttested to by the one billion people who have
downloaded the Angry Birds app, the game has a ravenous ability to
collect its users’ personal information, including all locations they
travel with their mobile phones. And yet, a study by Carnegie Mel-
lon’s Human-Computer Interaction Institute revealed that only 5
}fg:jg:;lf zjﬂgfy Birds users knew that the company was storing their
sdvertsing ;’ilz :efdfg to track thfam in the real world for targete
McAfee report e% thz.t 8'2“ Angry Birds is far from the only offender.
percent of Android apps ¢rack your online

activities an
dana in f
stounding 80 percent collect location in ormation.

Location, Location, Location

FO[- adVert

ise
Prodyer 13, there are three k )
ey questions: Who will buy their

) What a
ers looki
ng for, and where are they? In

Scanned with CamScanner



;g A GATHERING STORN
oogle won the “What” quegyiy, | I
: . o 0 B
& algorithms. Google knows What g w |
J even fill 01 the search box at the top 3’f°u w [
willev . 0 ;
g or 319" ished typing YOUT OWR query p Yoy ul
' uher ¢”—where is not yet Ownede thh%
yother b barle is brewing among existing gy, ¥
comp?’“}’; _ups looking 0 deﬁnlth(::lY OWN whepe ng,
of new St  coupon for fI‘OZC.n yogurt Just as you g P .
gpand i< akin t0 advertising nirvana. Unti] now, thelimach _
B waslacking,but that has changed becayge o
to do th . the gold rush fi € mg,
hone revolution; and thus g OT your locagj, s |

VicKinsey has estimated the market value of z 1opy] d”
; .

. {0)8
ine ¥
the On. | sear

is on. illi 5T Depy,
location data ©0 be more than $100 billion to the r €tail, pe g

[clccomm““ications ind}lstries over the next tep years,
«Where” s determmed. by a nu'mber of techniqes_ :
phon's GPS antenna, by triangulating your mobjles location}:ui |
distance between cell-phone towe.rs, and even by the Wik i B
works you connect to. These locatlonal. data are increasingly h::a ;
gppended to more and more of your ophne transactions ip S“‘Cal]ez :
6le metadata—that is, data that provide data about other inforp,,
tion. For example, when most people take a photograph wig, tei |
mobile phones, their locational data (GPS coordinates, longing: |
and latitude, and so forth) are embedded in the image file. Wi |
youupload those photographs and videos to Craigslist, Flickr, Yo |
Tube, Facebook, and hundreds of other services, those revealin; |
locational metadata can be passed right along with the original fk |
For some apps, the request for your location is perfectly logiah f
suchas with Google Maps or GPS navigation tools. But for othe |
zzﬁt“““g your locational data is just another way for app makers® |
5;‘;‘“ data at greater valye, N
Yel a‘;;l;sl:)l‘:‘)té:tgis on Facebook, your tweets, and }'70111‘ Sef;;;hgf];,
onal data. Moreover, there are an incredss .,

ber of Jocy ] find |
your‘i:}clatl?,n.-based service (LBS) start-ups that are mcorpu;:hapi '-:
gl thtare Into eVel‘ything from shopping 0 real estate'- Volvi" 1
""Iﬂancee fzSteStkgrOWing niches in LBS apps are tho% ui]rasioﬂ'

an Ove . g . itc f &
Apps like Tindey especially “love” of decidedly ™ millionsﬂ

“r and Grindr have been download®

T
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may be responsible for more than fifty million hoo
nd . ’}If*in der’s CEO. Ah, love apps ... a many-Splcncll(;rzs(;
ching’ sichall the potentia] benefits of these new streams of loca-
But " come new risks as well. In 2012, a Russian company
at app called Girls Around Me, which was approved
Jaun€®® . in both the Apple App Store and Google Play. Girls
' advantage of all those public postings, status
and check-ins with locational metadata that
gon services like Facebook and Foursquare.
worm 5 ;unched the Girls Around Me app on his phone, he
button to be presented with an interactive
f young women in his vicinity and their
p’s “radar mode,” anybody could geo-

heir Facebook profiles.

d Girls Around Me and saw that a
checked in at the local Starbucks,

book profile, see what high school

he had attended, learn that she recently vacationed
d find out the names of her parents, her favorite

day she had watched Orange Is

i] od been postin

nee B .- the faces O
. ¢ Using the ap
en and seet

if a man us€
active woman had just
ack her, access her Face

ate these WO

Joc
For example;

young attr
he could tr
or college S

in Las Vegas, an !
drink, and the fact that earlier that
the New Black on Netflix. Armed with this information, the man, a

stranger, could casually walk up to the woman as she stood in line
ordering her daily grande extra-hot soy latte and strike up a conver-
sation discussing how much he loved Vegas and Orange Is the New
Black. A very useful tool for dating, as well as for stalkers and rapists

searching for women of interest.
| Fpr advertisers, “where” 1s not just a
:ﬁ:; ;t;fofjs:ribﬁﬁtlwhere you were yesterday .and la .
sl e muclh f;)l;] to be tomOrrow. Lo::atlonal records detail
ishepersem thc ; you spend in Macy’s versus Best B’uy, and
oflocation-baged e ovements tell much more. In today’s world
and jtg 4pps with her Elsmg, when a woman takes her smart phone
a point i register dO the gynecologist’s office, an interesting
ed across the mobile advertising ecosystem.

ut When
I the Sa
n me w k
oman three weeks later Walks into a Babies

location) datap wf“‘fh is potentially revealed. By aggregating
I time, advertisers can deduce whether you

bout your current loca-
st month and
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go to church or synagogue, work ¢
local bar, see a psychologist, or 4
who exactly are these people collec
much of it do they have, and wha
about to discover, vast amounts,
uses we and they haven’

ut at 4
€ cheaty, 4 "
tlng all of hi _YOUI. thl
t do they d()
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